360 WV EZ 25T “KIEZHE" WHEESRXIFH



Bx

IR ——BFITRIEIES: e 3
— FEIAEHLERBBBIR oot 3
e BOEBIRTE ooevveveeeieeeet ettt 4

1 PIEEE ACLYAEE ..ottt 4

2. IPS JREAEEETRHT «vvvvoevvvseeesseeessee et sttt 9

S BREBEEETE oot 9
Lo BRZETRIIAN T et 9

2. FAIE TR oo 10

3. IKIBRTS vvvvereveerieieie sttt 10

A, LEBRBEIEEE ..oooooooeeeee ettt 13
PO. ZRUBERTEL o vvvvvemeeeesseeesssseesesssseessss st sss sttt 25
Lo BRI T R s 25

2. KRGS <vvveverevererirereeie ettt 25

3. ZAERIRYEEE ..ottt 28

b BRI T e 40

A, AT EEARBEIERT oottt 40
BB ——FIXIEER 360 BAVREFTRANEHEAR ..o, 42

BB — BB NN S EIREIERT. o 42



AFMA=BFoMULR KEZE" WERHIEDFEN | BAEAERES | 360 &

W=eF RIS , BEMENLFES.

F—Ekp—EBRRIRIES

LEERD @A [T 3t , NERSRENRIAIE |, B, RSS=5. Kin/LNEEAIP
PR, MRS, &RERET "A—R L&REERE"  H 1T EERS

*,

—. WIAENSEBRR

HRSRA R R Bl PRSI S RIFRE

Ooops, your files have been encrypted! Chinese (sinplihd

AV Y AR ?
o — BB X B RINEEE T -

WEH  EH O AR B MBI - exe X% 0 JLTRALTL
S EABINET © EIEFAEERTF -

SSFI— 2 STARET A AR B o A AR L IRIRINE ST -
Payment will be raised on | (ERAREEANLEA BT EPS EFguEy e fRih et

5/16/2017 02:26:59 ﬁi&ﬁ‘&ﬁﬁtﬁiﬁ@ﬁ% o
Time Lot LR E TR A - RERIT IR E RS T HEIE - BLUAISIEE - 5
nSIR e FHMATIREES - b
EiX 2T EREYT - th A RETPREAAIEIR -
1BS & <Decrypt> §XHH » BLATLAE B IRE —LE0HY - FERLG » BB T S
Your files will be lost on ggg;ﬁg%%ﬁiﬁ » BB ESEA -
5/20/2017 02:26:59 EGFERTAN A LB E ST S MEAND - BT R - HIRTFeT AR
TR T -
Time Left EIF3RZTRER ST =XERNS8E -
A —MILEZ AR FEKRRELST -
T BT ERER 0 MEELEREARMBA - SFENEFRE - 5ER

b .t A Send $300 worth of bitcoin to this address:
Itcoin
PeTarnl g  13AMAVW2dhx Y gXeQepoHkHSQuySNgaEb94 |

Check Payment

Contact Us

RENCSHRR



WEZEN PR (RN ). EEEARWEIING , NNIZRIXRAL , (£
PE 25|\ PE RREBERINEBRSEE DR BRBIRKATH—ET K, E2FF
FEZENED  WEsIBORERR. FUTIRE RN SRARRRBEENAIRIFE
FENNEEBAKM.
SNSREMRBRE

WAL R ESERERGH.

—. MEEm

1. MBE ACL iFZE
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1) Juniper i&RBRIBINEE (7l ) :
set firewall family inet filter deny-wannacry term deny445 from protocol tcp

set firewall family inet filter deny-wannacry term deny445 from



destination-port 445
set firewall family inet filter deny-wannacry term deny445 then discard

set firewall family inet filter deny-wannacry term default then accept

#EE BN AN
set forwarding-options family inet filter output deny-wannacry

set forwarding-options family inet filter input deny-wannacry

#E= B O S AR

set interfaces [FEEHEHAI=REimOZFR] unit 0 family inet filter output
deny-wannacry

set interfaces [FREHEHAI=REimOEZFR] unit 0 family inet filter input

deny-wannacry

2) HE=(H3O)IRBHIEWNEE (H) :
FThRAS:

acl number 3050

rule deny tcp destination-port 445

rule permit ip

interface [EEEHN=RiROBFR]

packet-filter 3050 inbound



packet-filter 3050 outbound

|BhRA:
acl number 3050

rule permit tcp destination-port 445

traffic classifier deny-wannacry

if-match acl 3050

traffic behavior deny-wannacry

filter deny

gos policy deny-wannacry

classifier deny-wannacry behavior deny-wannacry

#E2 BN
gos apply policy deny-wannacry global inbound

gos apply policy deny-wannacry global outbound

#E= RO N AR
interface [REEHA=Rin=E]

gos apply policy deny-wannacry inbound



gos apply policy deny-wannacry outbound

3) HRigERIENEE ()
acl number 3050
rule deny tcp destination-port eq 445

rule permit ip

traffic classifier deny-wannacry type and

if-match acl 3050

traffic behavior deny-wannacry

traffic policy deny-wannacry

classifier deny-wannacry behavior deny-wannacry precedence 5

interface [FEEBRI=REin BT
traffic-policy deny-wannacry inbound

traffic-policy deny-wannacry outbound

4) Cisco iRFBHIENEE (761 ) :
|BhRA:

ip access-list extended deny-wannacry



deny tcp any any eq 445

permit ip any any

interface [FREEHRI=Rim 5]
ip access-group deny-wannacry in

ip access-group deny-wannacry out

HThRA:
ip access-list deny-wannacry
deny tcp any any eq 445

permit ip any any

interface [FEEBRI=REin BT
ip access-group deny-wannacry in

ip access-group deny-wannacry out

5) HEERBAEINEE ()
ip access-list extended deny-wannacry
deny tcp any any eq 445

permit ip any any

interface [REEHA=Fin=B]



ip access-group deny-wannacry in

ip access-group deny-wannacry out
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MS17-010 Security Update:
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
KB4012598
http://www.catalog.update.microsoft.com/Search.aspx?q=KB4012598
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REFHASER | 1z1T, cmd |, A,

BINTS netstat —an BEEIHIAS

AFIRDO¥S \ system32\cad. exe

Microzoft YWindows HP [] b b1 266801
i
‘H 1985-26081 crosoft Corp.

C:“Documents and Settings“admin*netstat —an
Active Connections

Proto Local Address

TCP B.8.8.8:135

TCP B.8.8.8:445

TGP 127.8.8.1:182%

TCP 172.168.232.137:139
upp B.8.8.8:445

uDp 588

uDpe 1825

upp 4508

upp 1:123

uDpe .1:1988

uDp 232 .137:123
upp .232.137:137
uDpe 172.168.232.137:138
upp 172.168.232.137:19688

-]
=

State

LISTEMING
LISTEMING
LISTEMING
LISTEMING

a
a
a
a
=*
*
=*
=*
*
*
=*
=*
*
=*

E R K K K k% % ¥k x DEEE

C:“Documents and Settings“admin>net stop rdr
Morkstation J =

I sc config srv start= disabled (;*E disabled BIEZHS )
sc config netbt start= disabled ( ;& disabled BIE=HE )
I net stop rdr [
net stop srv [A]ZE
net stop netbt [B]%

SNERBIRE "EREEIRIFIS? (Y/N) [N]", A Y



.

UDP 192.168.232.137:1900

\Documents and Settings\admin>net stop rdr

IC:\Documents and Settings“Nadmin>net stop srv
Server [ r1IEfE

C:\Documents and Settings\admin>net stop netht
TT@DBW‘ z h??m:F NetBios over Tcpip
|$Jt NetBios over Tcpip HF

TCP/IP NetBIOS Helper
DHCP Client

HARIE? <e/N> NIz y

TCP/IP NetBIOS Helper JRSZCAEZH

w - =] WVIIUUWD AT FIVIGIIviial

«» B g 0 @ ]
- R T TR ..
v C:\WIRDO¥S\system32\

C:\Documents and SettingsNadmin>netstat —an

Active Connections

Proto Local Address Foreign Address State

TCP 9.9.8.8:135 08.0.9:0 LISTENING
TCP 127.9.8.1:1829 9.6.8:0 LISTENING
ubDpP 6.0.0.0:5608
ubDP

ubDpP

uDp

uDp

ubDp

X X X ¥ ¥ x 00

and Settings\admin>

and Settings“admin>

SC:\Documents and Settings“admin>ccc

C:\Documents and SettingsNadmin)>_
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2. XHRSS

NIRRT HIz{TIBRIRRE , BaidkFXi 445 inOAERARSS

REFFIRSRE |, 1517, cmd |, HEiA,



BINGS netstat —an BEIHOIAS

A\FINDO¥S\system32\cud. exe

Windows HP [[F-4~ 5.1.26881
= ——
B 1985-2801 Microsoft Corp.

C:“Documents and Settings“admin*netstat —an
Active Connections

Proto Local Address

TCP B.8.8.8:135

TCP B.8.8.8:445

TGP 127.8.8.1:182%

TCP 172.168.232.137:139
upp B.8.8.8:445

uDp .A.A.A:5A08

uDpe .A.B.8:1825
upp .8.8.8:4568A
upp 27.8.8.1:123

uDpe 127.8.8.1:19688

uDp 192 _168.232.137:123

upp 1922.168.232.137:137

uDpe 172.168.232.137:138

upp 172.168.232.137:19688

Address State

a LISTEMING
a LISTEMING
a
a

-]
=]
7
2]

q

LISTENING
LISTENING

EEEEH-
EEEE:

a
a
a
a
=*
*
=*
=*
*
*
=*
=*
*
=*

E R K K K k% % ¥k x DEEE

C:“Documents and Settlngo\adm1n>net stop pdpe
Workstation | J_IEtt'?

I net stop rdr [l
net stop srv [A]1ZE

net stop netbt [B]F



.

UDP 192.168.232.137:1900

\Documents and Settings\admin>net stop rdr

IC:\Documents and Settings“Nadmin>net stop srv
Server [ r1IEfE

C:\Documents and Settings\admin>net stop netht
TT@DBW‘ z h??m:F NetBios over Tcpip
|$Jt NetBios over Tcpip HF

TCP/IP NetBIOS Helper
DHCP Client

HARIE? <e/N> NIz y

TCP/IP NetBIOS Helper JRSZCAEZH

oy C:AWINDOWS\syste. ..

BXBIN netsta —an , pRITHKF) 445 i, thaJf “telnet EH11 445" B

SRIUF R imim 2 XA,

n = Ao Qa9 ‘
e

C:\Documents and SettingsNadmin>netstat —an

Active Connections

Proto Local Address Foreign Address State

TCP 9.9.8.8:135 LISTENING
TCP 127.9.8.1:1829 LISTENING
ubDpP 0.6.0. a8
ubDpP 9.0.0.0:1025
ubDpP 6.0.0.08:4500
uDp 127.6.8.1:123
uDp 127.0.0.1:16849
ubDp 127.6.98.1:1900

X X X ¥ ¥ x 0

P lIC - \Docunents and Settings\admin>

BC:\Documents and Settings“admin>
C:\Documents and Settings“admin>ccc

C:\Documents and SettingsNadmin)>_

e\ C:\WINDOWS\syste. ..
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